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The following is intended to outline our general product direction. It is intended for information purposes 
only, and may not be incorporated into any contract. It is not a commitment to deliver any material, code, 
or functionality, and should not be relied upon in making purchasing decisions. The development, 
release, timing, and pricing of any features or functionality described for Oracle’s products may change 
and remains at the sole discretion of Oracle Corporation.

Statements in this presentation relating to Oracle’s future plans, expectations, beliefs, intentions and 
prospects are “forward-looking statements” and are subject to material risks and uncertainties. A detailed 
discussion of these factors and other risks that affect our business is contained in Oracle’s Securities and 
Exchange Commission (SEC) filings, including our most recent reports on Form 10-K and Form 10-Q 
under the heading “Risk Factors.” These filings are available on the SEC’s website or on Oracle’s website 
at http://www.oracle.com/investor. All information in this presentation is current as of February 2020 and 
Oracle undertakes no duty to update any statement in light of new information or future events.

Safe Harbor
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Current state of Cybersecurity – stay informed

Download the 8 pages InfoSheet HERE Download the 54 pages Report HEREDownload the 28 pages Report HERE

https://media.defense.gov/2020/Jan/22/2002237484/-1/-1/0/CSI-MITIGATING-CLOUD-VULNERABILITIES_20200121.PDF
https://www.oracle.com/cloud/cloud-threat-report/
https://pdf.ic3.gov/2019_IC3Report.pdf
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FBI ICC – Document ”Internet Crime Report” issued in 2020
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• Introduction & Objectives

• Cloud Components:
• IdAM, Compute, Network, Storage

• Cloud Encryption & Key Management

• Sharing Cloud Responsibility Model

• Cloud Threat Actors

• Cloud Vulnerabilities and Mitigations
(with examples and recommendations)

• Misconfiguration

• Poor Access Control

• Shared Tenancy Vulnerabilities

• Supply Chain Vulnerabilities
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ORACLE-KPMG ”Cloud Threat Report” 2020



What Are the Common Denominators of Different Reports? 
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• Digital Transformation (DX) drives cloud usage
• by containerizing existing apps

• by using SaaS

• by developing new, cloud-native custom apps

• DX is usually Department-driven
• new apps don’t get built-in security

• Security Dept. is not involved, or lately involved

• Shared Responsibility is not understood

• READINESS GAP – Mindset / Toolset



What Are the Common Denominators of Different Reports? 
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• Typical security problems are common
• misconfiguration

• shared resposibility of cloud not understood

• cyber attacks
• #1  PHISING

• > DATA BREACH

• >  IDENTITY THEFT

• These are mostly HUMAN-related issues
• a cultural change is needed

• automation is needed, wherever possible



What to Do with Misconfiguration? 
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Malicious CSP Admins Malicious Customer Admins

Cyber Criminals Untrained or Neglectful Cust. Admins

NSA Report



What to Do with Misconfiguration? 
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Oracle-KPMG Report



What to Do with Misconfiguration? 
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• Typical configuration problems
• #1  over-privileged users, no identity governance

• #2  exposed servers

• #3 weak access control – lack of MFA

• #4 log-collection is missing

• #5  secrets (e.g. keys) are kept in unsafe places

• Most important step is to change Company culture
• security to become a business reqirement (DevSecOps)

• shared security responsibility of project team members

• Organization changes: BISO together with CISO



Everyone Must Learn the Shared Responsibility Model
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“Through 2024, 99% of cloud security failures will be the customer’s fault.” - Gartner



Tools to Apply the Shared Responsibility Model
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“Through 2024, 99% of cloud security failures will be the customer’s fault.” - Gartner
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Oracle provides 
secure cloud infrastructure.

But also provides the tools for customers 
to meet their end of the security 
responsibilities.
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Tools to Apply the Shared Responsibility Model
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“Through 2024, 99% of cloud security failures will be the customer’s fault.” - Gartner
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Shared responsibility affects 

routine operations, such as patch 

management 

Specific responsibilities vary 
by CSP 

Threat Detection: While CSPs are 

generally responsible for detecting 

threats to the underlying cloud 

platform, customers bear the 

responsibility of detecting threats to 

their own cloud resources. 



What to Do Against Cyber-Attacks? 
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• Phising is still #1. Attackers go for not only admin rights but also for
privileged service accounts (in applications)

• COVID-19: number of remote workers jumped

• Secure the HUMAN perimeter vs. the Network perimeter
• IDM with MFA + Identity Governance, Adaptive Authentication

• End-user awareness training

• User Behaviour Analysis (based on ML Anomaly Detection)

• Continuous Red-teaming (identify baseline of successful phising attacks)



Security of Oracle Cloud: World-Class Security Operations 
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Oracle Cloud Security Architecture

Data/Database
Instance

Virtual Network
Monitoring

Edge Services
• Global PoPs
• DDoS Protection
• DNS Security
• WAF Protection

• 3rd Party Security
• FW
• NGFW
• IPS

• User Monitoring
• Configuration 

Monitoring
• Logging
• Compliance
• Cloud Gard
• CASB

• Interface 
Segmentation

• Security Lists
• Private Networks
• Bastion Access
• SSL Load Balancing
• FastConnect (Direct)
• FastConnect (Carrier)
• IPSec VPN

• Tenant Isolation
• Hardened Images
• Virtual Taps
• Hardware Entropy
• SSH Keys
• Certificates
• Root-Of-Trust Card
• Signed Firmware
• Hardware Security 

Modules
• Autonomous Linux

• DataSafe
• At-Rest-Crypto
• TDE
• DataGuard

• In-Transit-Crypto
• SSL/TLS
• NNE

• Keys
• Managed Keys
• Custom Keys
• Managed Vault
• Autonomous Database

• Identity Federation
• Role-Based Policy
• Compartments & Tagging
• Instance Principals

IdentityApplication

Copyright © 2020 Oracle and/or its affiliates  |  Oracle Public

1. Identity and Access Mgmt

2. Compute 
(Virtualization/Conteinarization)

3. Networking Isolation
4. Storage (Object, Block, 
DB)

Stronger Isolation and Advanced Controls from Core to Edge



Architected from 
the ground up 
for maximum 
isolation and 

protection

Security 
by Design

All Gen 1 Clouds
Shared Computers

Oracle Cloud Infrastructure
Separate Cloud Control Computers

Customer 
Network

Intel CPU

User Code

RAM & Flash Storage

Network Port

Non-Intel CPU

RAM & Flash Storage

Cloud Control Computer

“Bare Metal” User Computer

Customer 
Network

Customer 
Network

Customer 
Network

Intel CPU

User Code + Cloud Control Code

Shared CPU, Memory, Storage

Shared Network Port

Shared User + Cloud Control Computer

✓ Oracle cannot see customer data
✓ No user access to cloud control computer

- Cloud provider can see customer data
- User code can access cloud control code

Copyright © 2020, Oracle and/or its affiliates. All rights reserved.



Oracle Active Defense

Automated 
actions and threat 

response

Architected-in
full-stack 
protection

Always-on
for seamless 

protection

• Automatically identify and 
remediate user and event 
anomalies

• Self-Patching Autonomous 
Database and Autonomous Linux

• Automatic config for strong 
security posture for cloud 
infrastructure and database

• Secure isolation in OCI

• Least privilege design for OCI

• OCI Hardware root of trust

• Exadata configurations and 
isolation policies

• Default-enabled encryption and 
TDE encryption

• Activity auditing and monitoring

• Adaptive authentication

• Defense in depth for full stack 
protection

Copyright © 2020, Oracle and/or its affiliates. All rights reserved.19
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Optional Operations Management Tool

Oracle Management Cloud Log Analytics (including OCI Logging) 
to audit access logs



Most of the Learnings Apply to both On-Premise and Cloud
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• The vulnerabilities are the same (however, attack surface is bigger and more complex in cloud)

• Human error, human error, human error
• in cultural gap

• in misconfiguration

• in not understanding the responsibilities in outsource situation

• in swallowing phising and other social engineering attacks

• Defense steps are mostly the same
• Integrate security into business flow and app development

• Streghten Identity and Access Management, Governance

• Increase Data Security with encryption, key management, super-user
control, user auditing and defending sensitive data in ALL environments
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Thank You

Gusztáv Szuhai


